In industrialized countries, a reliable supply of electrical energy is taken for granted. In order to guarantee a stable energy supply also in case of non-serious failures of electrical equipment, the underlying electric power network has been designed with redundancies. Nevertheless, major blackouts of the transmission grid occur all over the world. They are typically caused by a sequence of cascading failures and may be evidence of a critically loaded transmission system [1] . Furthermore, the increasing trade in electricity -a consequence of the liberalization of the energy markets -has led to an additional load of the existing infrastructure. As a consequence, the reliable operation and maintenance of the electric power grid at minimum cost is an increasingly demanding task.
Motivation
In industrialized countries, a reliable supply of electrical energy is taken for granted. In order to guarantee a stable energy supply also in case of non-serious failures of electrical equipment, the underlying electric power network has been designed with redundancies. Nevertheless, major blackouts of the transmission grid occur all over the world. They are typically caused by a sequence of cascading failures and may be evidence of a critically loaded transmission system [1] . Furthermore, the increasing trade in electricity -a consequence of the liberalization of the energy markets -has led to an additional load of the existing infrastructure. As a consequence, the reliable operation and maintenance of the electric power grid at minimum cost is an increasingly demanding task.
The goal of our work is to develop repair strategies that minimize the risk of cascading failures. A power operator has generally not enough time to repair failed lines once a cascade has started, because cascading failures typically evolve in time scales of seconds and minutes. Consequently, we focus on repair strategies during normal operation. Even during normal operation, there are typically some lines that are not operating due to random failures or maintenance work. While the system may still have enough capacity to transmit the power demand, the average loading, and therefore the blackout risk, increases with every failed line [1] .
Blackout Model
As it is very difficult to quantify the overall risk of blackouts due to cascading failures [1] , we first develop a blackout model that allows us to improve our understanding of cascading failures and will later serve as a test environment for our repair strategies. We define a model based on the DC power flow equations that is similar to the one presented in [2] , where the initial failures are modeled by an independent probability of failure for each line. If a line becomes overloaded due to the initial failures, its proability of failure grows linearly with the amount of overload. This leads to an iterative process that runs until the system reaches a stable state again.
We investigate the model on the three area version of the IEEE Reliability Test System 1996 [3] . The simulation results indicate that the average blackout size strongly depends on the loading of the system, which is characterized by the relationship between the amount of power served and the capacity of the power lines. At low loading, the distribution of the blackout size has an exponential tail. At a so-called critical loading, however, the tail of the blackout size distribution follows a power law. In this case, the available reserve capacities on the lines are not large enough to prevent cascading failures due to random failures. These results are in agreement with the observations from real blackout data and the experiments given in [2] .
Repair Problems and Algorithms
Motivated by the fact that the available reserve capacity on the lines is a measure for the risk of cascading failures, we formulate two abstract repair problems in terms of the network flow model. A network is directed graph where each edge has a capacity. A flow, i.e. a real-valued function on the set of edges, must not exceed the capacities on the edges and has to be conserved at all the nodes, except at the source and the sink. In the first problem, we are given a network and a number k and try to find the set of k failed edges that maximizes the maximum flow when being repaired. This problem is known to be N P-complete [4] and we refer to it as the MaxFlowFixedCost problem in the following. We give an (U min /U max )-approximation algorithm, where U min is the smallest and U max the largest edge capacity in the network. We furthermore prove that it is hard to approximate the optimal solution with a ratio better than 1 − 1 e :
In the second problem, we are again given a network and a number k and look for the sequence of k edges that maximizes the sum of the maximum flows over time, when being repaired in sequential order. We denote this problem by MaxSumFlow and give the following hardness result:
Theorem 2 The decision problem corresponding to the MaxSumFlow problem is strongly N P-complete.
We give a Umin 2Umax 1 −
Umax UminF

2
-approximation for the MaxSumFlow problem restricted to unit capacity networks, where F is the value of an optimal solution of the MaxFlowFixedCost problem on the same problem instance. We further show how to reduce a given power transmission system to a flow network in order to apply the developed algorithms.
Results
We define a simple repair strategy, which is based on the algorithms mentioned above. The quality of this strategy is evaluated by testing its ability to prevent blackouts due to cascading failures. For this purpose, we extend the blackout model by a repair process that can fix a line in each iteration. The simulation results on the IEEE Reliability Test System 1996 show that with our strategy, we can delay the start of a cascading failure up to five times longer than by repairing a line at random. From the simulation results, we conclude that our strategy provides a good starting point for the development of repair strategies in electricity networks.
